
Data integrity is nothing new and has always 

been fundamental to GMP and GAMP. Data 

integrity covers all aspects of production, 

not just the computerised systems - from 

the company policies, to organisational 

procedures such as Standard Operating 

Procedures, through to the training of staff. 

However the topic has gained renewed 

momentum in the past couple of years as 

regulatory bodies have increased their focus 

on data integrity during inspections due to 

numerous recent breaches by manufacturers, 

for example Italian API producer Trifarma 

S.p.A. in July 2014 and Indian API facility 

Wockhardt Ltd in July 2013. Breaching data 

integrity guidelines often leads to serious 

consequences including product recalls, 

expensive audits and penalties, as well as 

damage to the company’s reputation.  

With this increased focus come extra demands 

on companies to ensure the integrity of their 

data to meet current guidelines. In this article 

we will review the current guidelines issued by 

the UK’s Medicines and Healthcare Products 

Regulatory Agency (MHRA) on data integrity, 

the expectations of these guidelines for 

computerised systems and what requirements 

this might place on your Chromatography 

Data System (CDS) software.

Data Integrity Regulatory 
Framework

Globally, data integrity is regulated by a 

number of different agencies; in the US this 

is by the Food and Drug Administration the 

European Council within Europe and the 

MHRA in the UK. At the start of the year 

the MHRA offered new guidance on data 

integrity, entitled ‘MHRA GMP Data Integrity 

Definitions and Guidance for Industry 

March 2015’ [1] to complement the existing 

European Eudralex Vol 4 standards [2]. This 

MHRA guidance identifies opportunities to 

strengthen both paper and computerised 

elements of the data lifecycle and sets out 

the following five expectations that all data 

must be:

• A – Attributable to the person generating 

     the data

• L – Legible and permanent throughout 

      the data lifecycle

• C – Contemporaneous (i.e. recorded at 

      the time of the event)

• O – An Original record

• A – Accurate 

So how are these five expectations applied 

to the various areas described by the MHRA 

for data integrity requirements, how do 

they relate to your CDS software and, most 

importantly, is your CDS up to the task?

Raw Data, Metadata, Audit Trails, 
and User Access

MHRA guidelines describe the expectation 

that raw data must be contemporaneously 

and accurately recorded, be legible and 

accessible throughout the data lifecycle, and 

permit full reconstruction of the activities 

resulting in the generation of the original 

data. In order to do this metadata must be 

recorded. Metadata describes the attributes 

of other data providing context and 

meaning to the original data. It also permits 

data to be attributable to an individual 

making metadata an integral part of the 

original record. 

The most important form of metadata is 

audit trails. They record critical information 

which, in turn, permits the reconstruction 

of the original process or activity, making 

them fundamental to data integrity. Audit 

trails should always be contemporaneously 

recorded tracking any changes to the data 

showing who did what, when, and why, 

making the data attributable to the person 

making those changes. In order to log who 

is doing what, user access controls must 

be in place. These ensure users cannot, for 

example, amend or disable audit trails or 

delete data, and that they only have access 

to functionality that is appropriate for their 

job role.

CDS software requirements

To meet these expectations your CDS 

software needs to store all metadata from 

every operation, such as instrument control, 

run time events, data object changes, 

through to user management actions and 

link it to the original data (Figure 1).  This 

is normally achieved using the protected 

data storage provided by a relational 

database such as Microsoft® SQL® Server 

or Oracle. Some CDS’s will prescribe a 

specific database type, but others offer more 

flexibility in the database selection that may 

fit better with your existing IT infrastructure. 

Without a relational database it can 

be difficult to preserve the integrity of 

metadata or to maintain audit trails to track 

any changes. Your CDS software should 

automatically record all activities within 
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the CDS and provide the ability to view 

and print these logs. Nowadays it is also 

common that discrete versions of data 

objects are automatically created during the 

software workflow to allow full reconstruction 

of the activities that generated the data, as 

discussed next.

Computer System Transactions

A computer system transaction is termed 

as a single operation or sequence of 

operations performed as a single ‘unit 

of work’. The individual operation(s) that 

make up a transaction do not need to be 

individually saved until the user commits the 

transaction through a deliberate act, such 

as pressing the ‘save’ button, however the 

computer system should ensure that the 

execution of critical operations are recorded 

contemporaneously by the user and not 

combined into a single computer system 

transaction with other operations. 

CDS software requirements

This is commonly achieved by creating 

‘versions’ of data objects and storing these 

alongside the original data. There are two 

possible ways to do this – transactions or 

versions are automatically created after 

every individual action, or a version is 

created when the user actually commits to 

changes in the current session.

The former option ensures that every single 

action is immediately recorded as a new version 

which, while providing a complete history of an 

object, also creates a huge number of versions. 

The latter reduces the number of versions 

created by grouping all the actions together for 

each new version (Figure 2). 

For example, let’s say you open a 

chromatogram and re-integrate by 

changing a detection parameter such as 

the integration range or moving a peak 

baseline, and then change it back to the 

original setting or discard the change 

without saving. Should there now be two 

new versions of the data or just the original 

file? Is it necessary to record each and every 

action? It can be argued that the second 

option fits best with the MHRA requirement 

for computer system transactions.

File Structure

When it comes to file structure there are two 

types; flat file and relational database. The flat 

file structure stores data as individual records 

which often don’t contain all the relevant 

metadata thereby presenting a greater data 

integrity risk since data could be manipulated 

or even deleted without tracking. Conversely 

a relational database file structure is much 

more secure as it stores the data and 

metadata in different places but maintains 

the relationship between them. This makes it 

inherently more difficult to selectively delete, 

amend or recreate the original data and the 

metadata trail of actions. 

CDS software requirements

As previously discussed, to provide 

maximum data integrity, your CDS software 

should utilise a relational database rather 

than a flat file structure. In order to retrieve 

data from the database most CDS’s will 

provide a database search or query tool. 

However, the flexibility to quickly and easily 

find data, including searching on metadata, 

collate it and then view and utilise that data, 

for example, to create instrument utilisation 

statistics or investigate laboratory-wide out 

of spec results, can be very desirable.

Data Integrity, Lifecycle, 
Retention and Archiving

Data integrity arrangements must be in place 

to ensure that the accuracy, completeness, 

content and meaning of data are retained 

throughout the data lifecycle. The data 

lifecycle includes all phases in the life of 

the data, from its initial creation through 

processing, use, data retention, archival and 

retrieval, and eventual destruction.  

Data retention arrangements (classified 

as either archive or backup) must be 

designed to protect records from deliberate 

or accidental changes or deletion thus 

ensuring the data integrity of the record 

throughout the retention period. Data 

archiving is defined as the long term, 

permanent retention of completed data and 

relevant metadata in its final form, whereas 

a backup is a copy of current data, metadata 

and system configuration settings for the 

purpose of disaster recovery. Archived 

records may need to be stored for many 

years and must be permanently locked 

such that no changes can be made without 

detection or audit trail. In addition to this, 

at least two years of data must be easily 

retrieved for regulatory inspections.

CDS software requirements:

Most CDS software provides tools to assist 

with data retention. The ability to lock 

injections, sequences, folders, or even 

data stores can ensure data integrity as 

well as the use of electronic signatures as 

legally binding equivalents of an individual’s 

handwritten signature.  

Archiving may be as simple as automatically 

moving data from online to offline storage, 

for example, after a period of time where 

the data has been unused. This ensures the 

data is easily and immediately accessible 

for regulatory inspection. The flexibility 

of your CDS query tool to automatically 

and accurately identify the records to be 

archived and a tool to schedule and perform 

the transfer can greatly simplify this task 

(Figure 3). 

Extensive backup tools are not common in 

CDS software since a system-wide backup 

Figure 1: Example of audit trails and user management tools in a commonly 

used CDS software
Figure 2: CDS software version comparison tool features
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for disaster recovery normally requires 

significant design, implementation, and 

validation input from the local IT experts. 

Each company will typically have their own 

validated processes for disaster recovery 

although CDS vendors will usually provide 

guidance during the CDS installation and 

configuration. Most CDS software will 

provide backup facilities for smaller portions 

of data to enable data sharing and transfer. 

Generally these tools are not designed for 

disaster recovery.

Summary

Data integrity has 

always been critical 

for GMP compliance 

and a good CDS will 

provide tools and 

controls to assist you in 

ensuring the integrity 

and quality of your 

data and to meet 

the five expectations 

that all data must be attributable, legible, 

contemporaneous, original and accurate. 

However it is important to remember that the 

data lifecycle may begin and finish outside of 

the CDS. There may be metadata that needs 

to be linked to or used with the data inside 

the CDS, such as weights or dilutions, or the 

CDS results themselves may be metadata for 

the next step in the analysis. Whatever the 

data workflow, you must ensure the integrity 

of all your data and have relevant procedures 

in place to meet regulatory standards.

Implementing and validating CDS software 

across a facility can be a time consuming 

and costly undertaking and your choice 

of CDS could have a significant impact on 

your ability to comply with data integrity 

requirements and as such it is vital to ensure 

you choose CDS software that is able to fully 

meet these requirements.

More information on the Thermo ScientificTM 

DionexTM ChromeleonTM CDS can be found 

at thermoscientific.com/Chromeleon.
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Figure 3: An example CDS software query and scheduler tool for data archiving

New LC System Designed as a Bridge between HPLC  
and UPLC Methods Introduced

Waters Corporation have introduced the Waters® ACQUITY® Arc™ System, a quaternary liquid 

chromatograph that gives analytical laboratories running established LC methods a clear choice 

for replicating or improving their separations performance. With this new addition to the ACQUITY 

product line, the new ACQUITY Arc System is specifically engineered to respond to the needs 

of analytical scientists for a single LC platform that can enable them to efficiently transfer, adjust 

or improve their methods regardless of the LC platform on which they were developed. Waters 

intends to begin shipping the ACQUITY Arc system to customers at the end of June.

To date, scientists working with established methods haven’t had an LC platform versatile enough 

to bridge the gap between HPLC and UPLC®. With the introduction of the ACQUITY Arc System, 

and its enabling Arc Multi-flow path™ technology, scientists now have the ability to emulate the 

gradient dwell volume and mixing behaviour of various LC systems. By selecting the appropriate 

fluidic path, the ACQUITY Arc System can easily emulate a variety of HPLC systems without altering 

the method’s gradient table, or provide UHPLC performance with the flip of a switch.

In addition to replicating established HPLC assays without altering the gradient table, the 

ACQUITY Arc System can enable improved chromatographic performance of methods by 

leveraging 2.5 - 2.7 micron particle column technologies, as well as support previously developed 

applications on 3 - 5 micron HPLC columns.

Waters is offering a full complement of LC detectors for the ACQUITY Arc System, including 

photodiode array, UV/Vis, fluorescence, refractive index and evaporative light scattering. The system is also fully compatible with Waters’ market-

leading mass detector, the ACQUITY QDa®. In addition, the ACQUITY Arc System features novel Auto Blend Plus™ Technology that enables the 

operator to program directly % organic and % pH gradients to significantly reduce human error and the manual labour associated with preparing 

buffered mobile phases. The ACQUITY Arc System is controlled through Waters industry-leading informatics packages of Empower® 2 or 

Empower 3  software.

For more information on Waters ACQUITY Arc System: www.waters.com/arc [http://www.waters.com/arc].
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